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11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

[JThe above numbered solicitation is amended as set forth in Item 14. The hour and date specified for reoeipi of Offers [Jis extended. [lis not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
Items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes

reference to the solicitation and this amendment, and is received prior o the opening hour and date specified.
Net Increase: $231,438.00

12. ACCOUNTING AND APPROPRIATION DATA (/f required)
See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
X 52.243-2 Changes-Cost Reimbursement

D. OTHER (Specify type of modification and authority)

copies to the issuing office.

E.IMPORTANT:  Contractor Xlisnot.  [Jis required to sign this document and retum

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
1. The purposes of this modification are to:

(a) update Contract Section I to incorporate clauses pertaining to Schafer Corporations
change in status from a small business to a large bu;§?ess as well as incorporation of

other required clauses;
(b) provide incremental
$18, ,068.00, to fund

31, 2009.
(c) current value of this contract is unchanged: $31,113,885.

funding in the amount of 5291,438, from $18,609,630.00 to
this effort through the anticipated funded through date of October

2. The following paragraph(s) has/have been modified. Slip-sheets to the contract are

Continued ...
Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effact.
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c TION SHEET|FEERENCE No. OF DOCUMENT BEING CONTINUED . [AGE oF
ONTINUATION SHEET| . \v078870¢/000027 )

NAME OF OFFEROR OR CONTRACTOR
SCHAFER CORP

ITEM NO. SUPPLIES/SERVICES QUANTITY JuNIT UNIT PRICE AMOUNT
(A) (B) (C) [D) (E) (F)

provided with sidebars indicating change.

(a) B.6 Contract Funding NFS 1852.232-81
(b) Section I is deleted in its entirety and
replaced with updated Section I in its entirety.

Incorporated Clauses in Section I:

52.203-13 Contractor Code of Business Ethics
and Conduct (required in basic award) '
52.215-13 Subcontractor Cost or Pricing Data
Modifications (based on change in status)
52.215-16 Facilities Capital Cost of Money
(deleted from Section I/belonged in Section L)
52.216-10 Incentive Fee (required in basic
award)

52.216-18 Ordering (moved from full text to
incorporated by reference)

52.216-19 Ordering Limitations (moved from full
text to incorporated by reference)

52.216-22 Indefinite Quantity (moved from full
text to incorporated by reference)

52.219-9 Small Business Subcontracting Plan
(Alt II) (based on change in status)

52.216-14 Limitations on Subcontracting (moved
from full text to incorporated by reference)
52.219-16 Liquidated Damages Subcontracting
Plan (based on change in status)

52.222-35 Equal Opportunity on Special
Disabled Veterans, Veterans of the Vietnam Era,
and Other Eligible Veterans (corrected date from
Dec 2001 to Sep 2006)

52.222-37 Employment Reports for Special
Disabled Veterans, Veterans of the Vietnam Era,
and Other Eligible Veterans (corrected date from
Dec 2001 to Sep 2006)

52.222-38 Compliance with Veteran¢s Employment
Reporting Requirements (deleted from Section
I/belonged in Section K)

52.232-33 Payment by Electronic Funds Transfer
¢ Central Contractor Registration (deleted, NASA
does not use this clause) and replaced with
52.232-34 Payment by Electronic Funds
Transfer¢Other than Central Contractor
Registration.

52.244-2 Subcontracts {(moved from full text to
incorporated by reference)

1852.219-75 Small Business Subcontracting
Reporting (based on change in status)
1852.219-76 NASA 8 Percent Goal (required in
Continued ..

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110

NSN 7540-01-152-8067



REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
CONTINUATION SHEET| v 07a870C/000027 3

NAME OF OFFEROR OR CONTRACTOR
SCHAFER CORP

ITEM NO. SUPPLIES/SERVICES QUANTITY fUNIT UNIT PRICE AMOUNT
(R) (B) (C) [D) (E) (F)

basic award/full text)
1852.228-75 Minimum Insurance Coverage (moved
from full text to incorporated by reference)

3. All other terms and conditions of this
contract are unchanged and remain in full force
and effect.

Accounting and Appropriation Data:

PR 4200305023

Account code:
62CS30/6100.2511/62/FC000000/383807.02.01.05.01/00
0/2510/62/SCEX22009D/728A/1/2

Cost Center 62CS30

GI Account 6100.2511

Order FC000000

Quantity: 0

Amount: $60,000.00

PR 4200305023

Account code:
62Cs30/6100.2511/62/FC000000/736466.01.04.08.01/00
0/2510/62/CASX22009D/361N/2/3

Cost Center 62CS30

GI Account 6100.2511

Order FC000000

Quantity: O

Amount: $42,000.00

PR 4200305364

Account code:
62JP30/6100.2511/62/FC000000/136905.08.05.01.08/00
0/2510/62/EXPX22009D/234A/1/2

Cost Center 62JP30

GI Account 6100.2511

Order FC000000

Quantity: O

Amount: $438.00

PR 4200305364

Account code:
62vP01/6100.2511/62/FC000000/397424.07.02.03.09/00
0/2510/62/SCEX22009D/814L/2/3

Cost Center 62VPQO1

GI Account 6100.2511

Order FC000000

Quantity: 0

Amount: $9,000.00

Continued .

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110

NSN 7540-01-152-8087



REFERENCE NO. OF DOCUMENT BEING CONTINUED AGE OF

CONTINUATION SHEET\1107a070¢/000027 :

NAME OF OFFEROR OR CONTRACTOR
SCHAFER CORP

ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(R) (B) (c) ko) (E) (F)

PR 4200305364

Account code:
62VP01/6100.2511/62/FC000000/378710.05.02/000/2510
/62/SCEX22009D/814L/3/4

Cost Center 62VPO1

GI Account 6100.2511

Order FC000000

Quantity: O

Amount: $14,000.00

PR 4200303978

Account code:
62CS20/6100.2511/62/FC000000/401769.06.08.02.04.0/
5/000/2510/62/EXCX22009D/733B/2/3

Cost Center 62CS20

GI Account 6100.2511

Order FC000000

Quantity: O

Amount: $40,000.00

PR 4200303978

Account code:
62ES01/6100.2511/62/FC000000/736466.11.01.08.39/00
0/2510/62/CASX22009D/361N/3/4

Cost Center 62ESO1

GI Account 6100.2511

Order FC000000

Quantity: 0

Amount: $41,000.00

PR 4200303978

Account code:
62VP33/6100.2511/62/FC000000/439906.04.01.06.06.0/
1/000/2510/62/EXPX22009D/0200/1/2

Cost Center 62VP33

GI Account 6100.2511

Order FCO000000

Quantity: 0

Amount: $25,000.00

OPTIONAL FORM 338 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110

NSN 7540-01-152-8067



NNMO07AA70C
Modification 27

(iv) The purchase and maintenance of additional insurance not in the
target cost and required by the Contracting Officer, or claims for reimbursement for liabilities to
third persons pursuant to the Insurance Liability to Third Persons clause; '

(v) Any claim, loss, or damage resulting from a risk for which the
Contractor has been relieved of liability by the Government Property clause; or

(vi) Any claim, loss, or damage resulting from a risk defined in the
contract as unusually hazardous or as a nuclear risk and against which the Government has
expressly agreed to indemnify the Contractor.

(5) All other allowable costs are included in “total allowable cost” for fee
adjustment in accordance with this paragraph (e), unless otherwise specifically provided in this
contract.

(f) Contract modification. The total allowable cost and the adjusted fee determined as
provided in this clause shall be evidenced by a modification to this contract signed by the
Contractor and the Contracting Officer.

(g) Inconsistencies. In the event of any language inconsistencies between this clause and
the provisioning documents or Government options under this contract, compensation for spare
parts or other supplies and services ordered under such documents shall be determined in

accordance with this clause.
(End of Clause)

B.6 CONTRACT FUNDING (NFS 1852.232-81) (JUN 1990)

(a) For purposes of payment of cost, exclusive of fee, in accordance with the Limitation
of Funds clause, the total amount allocated by the Government to this contract is $17,779,789
This allotment is for the Office of Strategic Analysis and Communications Support Services effort
described in Attachment J-1, Performance Work Statement, and covers the following estimated
period of performance: April 01, 2007 — October 31, 2009.

(b) An additional amount of $1,061,279 is obligated under this contract for payment

of fee.
PREVIOUS THIS TOTAL
ACTION

Mission Estimated Cost $17,563,492 | $216,297 | $17,779,789
IDIQ Estimated Cost $0 $0 $0
Provisional Cost $264,232 $3,785 $268,017
Incentive Fee

Provisional Performance $781,906 | $11,356 $793,262
Incentive Fee .

Total Sum Allotted $18,609,630 | $231,438 | $18,841,068

B-7
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NNMO7AA70C

Modification 27

PART II - CONTRACT CLAUSES

SECTION I - CONTRACT CLAUSES

LISTING OF CLAUSES INCORPORATED BY REFERENCE FAR 52.252-

2 (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force
and effect as if they were given in full text. Upon request, the Contracting Officer
will make their full text available. Also, the full text of a clause may be accessed
electronically at this/these address (es):

FAR Clauses: http://www.arnet.gov/far/

NASA FAR Supplement clauses: i
http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm

MSFC Clauses: http://ec.msfc.nasa.gov/msfc/msfc_uni.html

- %"

FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1)

Number Clause Title Date
52.202-1 Definitions Jul 2004
52.203-3 Gratuities Apr 1984
52.203-5 Covenant Against Contingent Fees Apr 1984
52.203-6 Restrictions on Subcontractor Sales to the Government | Jul 1995
52.203-7 Anti-Kickback Procedures Jul 1995
52.203-8 Cancellation, Rescission, and Recovery of Funds for Jan 1997

Illegal or Improper Activity
52.203-10 Price or Fee Adjustment for Illegal or Improper Jan 1997
Activity
52.203-12 Limitation on Payments to Influence Certain Federal Jun 2003
Transactions :
52.203-13 Contractor Code of Business Ethics and Conduct Dec 2008
52.204-4 Printed or Copied Double-Sided on Recycled Paper Aug 2000
52.204-7 Central Contract Registration Oct 2003
52.204-9 Personal Identity Verification of Contractor Personnel | Jan 2006
52.209-6 Protecting the Government’s Interest When Jul 1995
Subcontracting with Contractors Debarred, Suspended,
or Proposed for Debarment
52.211-15 Defense Priority and Allocation Requirements Sep 1990
52.215-2 Audit and Records — Negotiation Jun 1999
52.215-8 Order of Precedence — Uniform Contract Format Oct 1997
52.215-11 Price Reduction for Defective Cost or Pricing Data- Oct 1997

Modifications

I-1
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Modification 27
Number Clause Title Date
52.215-13 Subcontractor Cost or Pricing Data — Modifications Oct 1997
52.215-14 Integrity of Unit Prices Oct 1997
52.215-15 Pension Adjustments and Asset Reversions Oct 2004
52.215-18 Reversion or Adjustment of Plans for Postretirement Oct 1997
52.215-21 Requirements for Cost or Pricing Data or Information Oct 1997
Other Than Cost or Pricing Data — Modifications
(Alternate IT)(Oct (Alternate III) (Oct 1997) Insert in
paragraph (c): MS Word & Excel CD-R
52.216-7 Allowable Cost and Payment Dec 2002
Insert in paragraph: 30 days
52.216-10 Incentive Fee Mar 1997
52.216-18 Ordering Oct 1995
52.216-19 Order Limitations Oct 1995
52.216-22 Indefinite Quantity Oct 1995
52.217-8 Option to Extend Services Insert in paragraph: 30 Nov 1999
days
52.219-6 Notice of Total Small Business Set-Aside Jun 2003
52.219-8 Utilization of Small Business Concerns May 2004
52.219-9 Small Business Subcontracting Plan (Alternate II, Apr 2008
Oct 2001)
52.219-14 Limitations on Subcontracting Dec 1996
52.219-16 Liquidated Damages — Subcontracting Plan Jan 1999
52.222-1 Notice to the Government of Labor Disputes Feb 1997
52.222-2 Payment for Overtime Premiums as approved by Jul 1990
Contracting Officer
52.222-3 Convict Labor Jun 2003
52.222-21 Prohibition of Segregated Facilities Feb 1999
52.222-26 Equal Opportunity Apr 2002
52.222-35 Equal Opportunity for Special Disabled Veterans, Sep 2006
Veterans of the Vietnam Era, and Other Eligible
Veterans
52.222-36 Affirmative Action for Workers with Disabilities Jun 1998
52.222-37 Employment Reports on Special Disabled Veterans, | Sep 2006
Veterans of the Vietnam Era, and Other Eligible
Veterans
52.222-41 Service Contract Act of 1965, As Amended May 1989
52.223-3 Hazardous Material Identification and Material Safety Jan 1997
Data -- Alternate I (Jul 1995)
52.223-5 Pollution Prevention and Right-to-Know Information Aug 2003
(Alternate I)(Aug 2003) (Alternate II) (Aug 2003)
52.223-6 Drug-Free Workplace May 2001
52.223-10 Waste Reduction Program Aug 2000
52.223-14 Toxic Chemical Release Reporting Aug 2003
52.224-1 Privacy Act Notification Apr 1984

I-2
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Modification 27
Number Clause Title Date
52.224-2 Privacy Act Apr 1984
52.225-1 Buy American Act — Supplies Jun 2003
52.225-13 Restrictions on Certain Foreign Purchases Feb 2006
52.227-17 Rights In Data-Special Works Oct 1987
52.228-7 Insurance-Liability To Third Persons Mar 1996
52.230-2 Cost Accounting Standards Apr 1998
52.230-3 Disclosure And Consistency Of Cost Accounting Apr 1998
52.230-6 Administration of Cost Accounting Standards Apr 2005
52.232-9 Limitation On Withholding Of Payments Apr 1984
52.232-17 Interest Jun 1996
52.232-19 Auvailability of Funds for the Next Fiscal Year Apr 1984
September 30, 2007
52.232-22 Limitation Of Funds Apr 1984
52.232-23 Assignment Of Claims Jan 1986
52.232-25 Prompt Payment (Alternate I)(Feb 2002) Oct 2003
52.232-34 Payment By Electronic Funds Transfer — Other May 1999
Than Central Contractor Registration
52.233-1 Disputes (Alternate I) (Dec 1991) Jul 2002
52.233-3 Protest After Award (Alternate I)(Jun 1985) Aug 1996
52.233-4 Applicable Law for Breach of Contract Claim Oct 2004
52.237-2 Protection Of Government Buildings, Equipment, And | Apr 1984
Vegetation
52.237-3 Continuity of Services Jan 1991
52.239-1 Privacy Or Security Safeguards Aug 1996
52.242-1 Notice Of Intent To Disallow Costs Apr 1984
| 52.244-2 Subcontracts, Alternate 1 Jun 2007
52.242-3 Penalties For Unallowable Costs May 2001
52.242-4 Certification Of Final Indirect Costs Jan 1997
52.242-13 Bankruptcy Jul 1995
52.243-2 Changes-Cost Reimbursement (Alternate II)(Apr 1984) | Aug 1987
52.244-5 Competition In Subcontracting Dec 1996
52.244-6 Subcontracts for Commercial Items Feb 2006
52.245-1 Property Records Apr 1984
52.245-5 Government Property (Cost-Reimbursement, Time- May 2004
And-Material or Labor-Hour Contracts)
52.246-25 Limitation Of Liability-Services Feb 1997
52.247-1 Commercial Bill Of Lading Notations Feb 2006
52.248-1 Value Engineering Feb 2000
52.249-6 Termination (Cost-Reimbursement) May 2004
52.249-14 Excusable Delays Apr 1984
52.251-1 Government Supply Sources Interagency Apr 1984
52.253-1 Computer Generated Forms Jan 1991

I3
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Modification 27
II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES
- Number Clause Title Date
1852.216-89 Assignment and Release Forms Jul 1997
1852.219-74 Use of Rural Area Small Businesses Sep 1990
1852.219-75 Small Business Subcontracting Reporting May 1999
1852.223-74 Drug and Alcohol-Free Workforce Mar 1996
1852.227-87 Transfer of Technical Data under Space Station Apr 1989
International Agreements
1852.228-75 Minimum Insurance Coverage Oct 1988
1852.237-70 Emergency Evacuation Procedures Dec 1988
1852.242-78 Emergency Medical Services and Evacuation Apr 2001
1852.243-71 Shared Savings Mar 1997

(End of Clause)
1.2 NOTIFICATION OF OWNERSHIP CHANGES FAR 52.215-19 (OCT 1997)
(a) The Contractor shall make the following notifications in writing:

(1) When the Contractor becomes aware that a change in its ownership has occurred,
or is certain to occur, that could result in changes in the valuation of its capitalized assets
in the accounting records, the Contractor shall notify the Administrative Contracting
Officer (ACO) within 30 days.

(2) The Contractor shall also notify the ACO within 30 days whenever changes to
asset valuations or any other cost changes have occurred or are certain to occur as a result
of a change in ownership.

(b) The Contractor shall

(1) Maintain current, accurate, and complete inventory records of assets and their
costs;

(2) Provide the ACO or designated representative ready access to the records upon
request,

(3) Ensure that all individual and grouped assets, their capitalized values,
accumulated depreciation or amortization, and remaining useful lives are identified
accurately before and after each of the Contractor's ownership changes; and

(4) Retain and continue to maintain depreciation and amortization schedules based on
the asset records maintained before each Contractor ownership change.

(c) The Contractor shall include the substance of this clause in all subcontracts under this
contract that meet the applicability requirement of FAR 15.408(k).

(End of Clause)
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L3 RESERVED
I4  RESERVED

I5 RESERVED
16 RESERVED

1.7 NOTIFICATION OF EMPLOYEE RIGHTS CONCERNING PAYMENT
‘OF UNION DUES OR FEES FAR 52.222-39 (DEC 2004)

(a) Definition. As used in this clause—United States” means the 50 States, the District of
Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the U.S.
Virgin Islands, and Wake Island. : _

(b) Except as provided in paragraph (€) of this clause, during the term of this contract, the
Contractor shall post a notice, in the form of a poster, informing employees of their rights
concerning union membership and payment of union dues and fees, in conspicuous places
in and about all its plants and offices, including all places where notices to employees are
customarily posted. The notice shall include the following information (except that the
information pertaining to National Labor Relations Board shall not be included in notices
posted in the plants or offices of carriers subject to the Railway Labor Act, as amended (45
U.S.C. 151-188)). Notice to Employees under Federal law, employees cannot be required
to join a union or maintain membership in a union in order to retain their jobs. Under
certain conditions, the law permits a union and an employer to enter into a union-security
agreement requiring employees to pay uniform periodic dues and initiation fees. However,
employees who are not union members can object to the use of their payments for certain
purposes and can only be required to pay their share of union costs relating to collective
bargaining, contract administration, and grievance adjustment. If you do not want to pay
that portion of dues or fees used to support activities not related to collective bargaining,
contract administration, or grievance adjustment, you are entitled to an appropriate
reduction in your payment. If you believe that you have been required to pay dues or fees
used in part to support activities not related to collective bargaining, contract
administration, or grievance adjustment, you may be entitled to a refund and to an
appropriate reduction in future payments. For further information concerning your rights,
you may wish to contact the National Labor Relations Board (NLRB) either at one of its
Regional offices or at the following address or toll free number:

National Labor Relations Board Division of Information

1099 14th Street, N.-W.

Washington, DC 20570

1-866-667-6572

1-866-316-6572 (TTY)

To locate the nearest NLRB office, see NLRB's website at http://www.nlrb.gov.

(c) The Contractor shall comply with all provisions of Executive Order 13201 of February
17, 2001, and related implementing regulations at 29 CFR Part 470, and orders of the
Secretary of Labor.

I-5
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(d) In the event that the Contractor does not comply with any of the requirements set forth
in paragraphs (b), (c), or (g), the Secretary may direct that this contract be cancelled,
terminated, or suspended in whole or in part, and declare the Contractor ineligible for
further Government contracts in accordance with procedures at 29 CFR Part 470, Subpart
B—Compliance Evaluations, Complaint Investigations and Enforcement Procedures. Such
other sanctions or remedies may be imposed as are provided by 29 CFR Part 470, which
implements Executive Order 13201, or as are otherwise provided by law.
(e) The requirement to post the employee notice in paragraph (b) does not apply to—
(1) Contractors and subcontractors that employ fewer than 15 persons; (2) Contractor
establishments or construction work sites where no union has been formally recognized by
the Contractor or certified as the exclusive bargaining representative of the Contractor’s
employees;
(3) Contractor establishments or construction work sites located in a jurisdiction named in
the definition of the United States in which the law of that jurisdiction forbids enforcement
of union-security agreements; (4) Contractor facilities where upon the written request of the
Contractor, the Department of Labor Deputy Assistant Secretary for Labor-Management
Programs has waived the posting requirements with respect to any of the Contractor’s
facilities if the Deputy Assistant Secretary finds that the Contractor has demonstrated
that—

(i) The facility is in all respects separate and distinct from activities of the

Contractor related to the performance of a contract; and

(ii) Such a waiver will not interfere with or impede the effectuation of the Executive

order; or (iii) Work outside the United States that does not involve the recruitment

or employment of workers within the United States.
() The Department of Labor publishes the official employee notice in two variations; one
for contractors covered by the Railway Labor Act and a second for all other contractors.
The Contractor shall—(1) Obtain the required employee notice poster from the Division of
Interpretations and Standards, Office of Labor-Management Standards, U.S. Department of
Labor, 200 Constitution Avenue, NW, Room N-5605, Washington, DC 20210, or from
any field office of the Department’s Office of Labor-Management Standards or Office of
Federal Contract Compliance Programs; (2) Download a copy of the poster from the Office
of Labor-Management Standards website at http://www.olms.dol.gov; or (3) Reproduce
and use exact duplicate copies of the Department of Labor’s official poster.
(2) The Contractor shall include the substance of this clause in every subcontract or
purchase order that exceeds the simplified acquisition threshold, entered into in connection
with this contract, unless exempted by the Department of Labor Deputy Assistant Secretary
for Labor-Management Programs on account of special circumstances in the national
interest under authority of 29 CFR 470.3(c). For indefinite quantity subcontracts, the
Contractor shall include the substance of this clause if the value of orders in any calendar
year of the subcontract is expected to exceed the simplified acquisition threshold. Pursuant
to 29 CFR Part 470, Subpart B—Compliance Evaluations, Complaint Investigations and
Enforcement Procedures, the Secretary of Labor may direct the Contractor to take such
action in the enforcement of these regulations, including the imposition of sanctions for
noncompliance with respect to any such subcontract or purchase order. If the Contractor
becomes involved in litigation with a subcontractor or vendor, or is threatened with such
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involvement, as a result of such direction, the Contractor may request the United States,
through the Secretary of Labor, to enter into such litigation to protect the interests of the
United States.

(End of Clause)

I8 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES
FAR 52.222-42 (MAY 1989)

In compliance with the Service Contract Act of 1965, as amended, and the regulations of
the Secretary of Labor (29 CFR Part 4), this clause identifies the classes of service
employees expected to be employed under the contract and states the wages and fringe
benefits payable to each if they were employed by the contracting agency subject to the
provisions of 5 U.S.C. 5341 or 5332.

THIS STATEMENT IS FOR INFORMATION ONLY:
IT IS NOT A WAGE DETERMINATION

A. Classification, Grades, and Rates

Classification Grade Hourly Rate
Exhibits Specialist III GS-09 $20.73
Exhibits Specialist I GS-07 $16.95
General Clerk IV (Media Clips Specialist) GS-04 $12.23
Writer/Editor 111 GS-11 $25.09
Writer/Editor 11 GS-09 $20.73
Writer/Editor 1 GS-07 $16.95
Materials Coordinator WG-07 $17.46

B. Fringe Benefits (applicable to all classifications)

1. Health and Insurance
Life, accident and health insurance, and sick leave programs, 25% of basic
hourly rate.
2. Holidays
a. New Year’s Day
b. Martin Luther King’s Birthday
c. President’s Day
d. Memorial Day
e. Independence Day
f. Labor Day
g Columbus Day
h. Veterans Day
1. Thanksgiving Day

17
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J- Christmas Day
3. Vacation or Paid Leave

a. 2 hours of annual leave each week for an employee with less than
3 years of service.

b. 3 hours of annual leave each week for an employee with 3 but less
than 15 years of service.

c. 4 hours of annual leave each week for an employee with 15 or

more years of service.
4. Retirement

1.5 percent of basic hourly rate plus Thrift Savings Plan plus Social
Security.

(End of Clause)

| BY RESERVED

.10 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES NFS 1852.204-76 (MAY 2007)

(a) The Contractor shall be responsible for information and information technology (IT)
security when —

(1) The Contractor or its subcontractors must obtain physical or electronic (i.e.,
authentication level 2 and above as defined in National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-63, Electronic Authentication
Guideline) access to NASA's computer systems, networks, or IT infrastructure; or

~ (2) Information categorized as low, moderate, or high by the Federal Information
Processing Standards (FIPS) 199, Standards for Security Categorization of Federal
Information and Information Systems is stored, generated, processed, or exchanged by
NASA or on behalf of NASA by a contractor or subcontractor, regardless of whether the
information resides on a NASA or a contractor/subcontractor’s information system.
(b) IT Security Requirements.

(1) Within 30 days after contract award, a Contractor shall submit to the
Contracting Officer for NASA approval an IT Security Plan, Risk Assessment, and FIPS
199, Standards for Security Categorization of Federal Information and Information
Systems, Assessment. These plans and assessments, including annual updates shall be
incorporated into the contract as compliance documents.

(1) The IT system security plan shall be prepared consistent, in form and content,
with NIST SP 800-18, Guide for Developing Security Plans for Federal Information
Systems, and any additions/augmentations described in NASA Procedural Requirements
(NPR) 2810, Security of Information Technology. The security plan shall identify and
document appropriate IT security controls consistent with the sensitivity of the
information and the requirements of Federal Information Processing Standards (FIPS)
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200, Recommended Security Controls for Federal Information Systems. The plan shall
be reviewed and updated in accordance with NIST SP 800-26, Security Self-Assessment
Guide for Information Technology Systems, and FIPS 200, on a yearly basis.

(ii) The risk assessment shall be prepared consistent, in form and content, with
NIST SP 800-30, Risk Management Guide for Information Technology Systems, and any
additions/augmentations described in NPR 2810. The risk assessment shall be updated
on a yearly basis.

(iii) The FIPS 199 assessment shall identify all information types as well as the
“high water mark,” as defined in FIPS 199, of the processed, stored, or transmitted
information necessary to fulfill the contractual requirements.

(2) The Contractor shall produce contingency plans consistent, in form and content,
with NIST SP 800-34, Contingency Planning Guide for Information Technology
Systems, and any additions/augmentations described in NPR 2810. The Contractor shall
perform yearly “Classroom Exercises.” “Functional Exercises,” shall be coordinated with
the Center CIOs and be conducted once every three years, with the first conducted within
the first two years of contract award. These exercises are defined and described in NIST
SP 800-34.

(3) The Contractor shall ensure coordination of its incident response team with the
NASA Incident Response Center (NASIRC) and the NASA Security Operations Center,
ensuring that incidents are reported consistent with NIST SP 800-61, Computer Security
Incident Reporting Guide, and the United States Computer Emergency Readiness Team’s
(US-CERT) Concept of Operations for reporting security incidents. Specifically, any
confirmed incident of a system containing NASA data or controlling NASA assets shall
be reported to NASIRC within one hour that results in unauthorized access, loss or
modification of NASA data, or denial of service affecting the availability of NASA data.

(4) The Contractor shall ensure that its employees, in performance of the contract,
receive annual IT security training in NASA IT Security policies, procedures, computer
ethics, and best practices in accordance with NPR 2810 requirements. The Contractor
may use web-based training available from NASA to meet this requirement.

(5) The Contractor shall provide NASA, including the NASA Office of Inspector
General, access to the Contractor’s and subcontractors’ facilities, installations,
operations, documentation, databases, and personnel used in performance of the contract.
Access shall be provided to the extent required to carry out IT security inspection,
investigation, and/or audits to safeguard against threats and hazards to the integrity,
availability, and confidentiality of NASA information or to the function of computer
systems operated on behalf of NASA, and to preserve evidence of computer crime. To
facilitate mandatory reviews, the Contractor shall ensure appropriate
compartmentalization of NASA information, stored and/or processed, either by
information systems in direct support of the contract or that are incidental to the contract.

(6) The Contractor shall ensure that system administrators who perform tasks that
have a material impact on IT security and operations demonstrate knowledge appropriate
to those tasks. Knowledge is demonstrated through the NASA System Administrator
Security Certification Program. A system administrator is one who provides IT services
(including network services, file storage, and/or web services) to someone other than
themselves and takes or assumes the responsibility for the security and administrative
controls of that service. Within 30 days after contract award, the Contractor shall
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provide to the Contracting Officer a list of all system administrator positions and
personnel filling those positions, along with a schedule that ensures certification of all
personnel within 90 days after contract award. Additionally, the Contractor should
report all personnel changes which impact system administrator positions within 5 days
of the personnel change and ensure these individuals obtain System Administrator
certification within 90 days after the change.

(7) The Contractor shall ensure that NASA’s Sensitive But Unclassified (SBU)
information as defined in NPR 1600.1, NASA Security Program Procedural
Requirements, which includes privacy information, is encrypted in storage and
transmission.

(8) When the Contractor is located at a NASA Center or installation or is using
NASA IP address space, the Contractor shall --

(1) Submit requests for non-NASA provided external Internet connections to the
Contracting Officer for approval by the Network Security Configuration Control Board
(NSCCB);

(ii) Comply with the NASA CIO metrics including patch management, operating
systems and application configuration guidelines, vulnerability scanning, incident
reporting, system administrator certification, and security training; and

(iii) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted
communication or non-repudiation requirements within NASA when secure email

capability is required.
" (c) Physical and Logical Access Requirements.

(1) Contractor personnel requiring access to IT systems operated by the Contractor
for NASA or interconnected to a NASA network shall be screened at an appropriate level
in accordance with NPR 2810 and Chapter 4, NPR 1600.1, NASA Security Program
Procedural Requirements. NASA shall provide screening, appropriate to the highest risk
level, of the IT systems and information accessed, using, as a minimum, National Agency
Check with Inquiries (NACI). The Contractor shall submit the required forms to the
NASA Center Chief of Security (CCS) within 14 days after contract award or assignment
of an individual to a position requiring screening. The forms may be obtained from the
CCS. At the option of NASA, interim access may be granted pending completion of the
~ required investigation and final access determination. For Contractors who will reside

on a NASA Center or installation, the security screening required for all required access
(e.g., installation, facility, IT, information, etc.) is consolidated to ensure only one
investigation is conducted based on the highest risk level. Contractors not residing on a
NASA installation will be screened based on their IT access risk level determination
only. See NPR 1600.1, Chapter 4. .

(2) Guidance for selecting the appropriate level of screening is based on the risk of
adverse impact to NASA missions. NASA defines three levels of risk for which
screening is required (IT-1 has the highest level of risk).

(1) IT-1 -- Individuals having privileged access or limited privileged access to
systems whose misuse can cause very serious adverse impact to NASA missions. These
systems include, for example, those that can transmit commands directly modifying the
behavior of spacecraft, satellites or aircraft.

(ii) IT-2 -- Individuals having privileged access or limited privileged access to
systems whose misuse can cause serious adverse impact to NASA missions. These
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systems include, for example, those that can transmit commands directly modifying the
behavior of payloads on spacecraft, satellites or aircraft; and those that contain the
primary copy of “level 1 information whose cost to replace exceeds one million dollars.

(iii) IT-3 -- Individuals having privileged access or limited privileged access to
systems whose misuse can cause significant adverse impact to NASA missions. These
systems include, for example, those that interconnect with a NASA network in a way that
exceeds access by the general public, such as bypassing firewalls; and systems operated
by the Contractor for NASA whose function or information has substantial cost to
replace, even if these systems are not interconnected with a NASA network.

(3) Screening for individuals shall employ forms appropriate for the level of risk as
established in Chapter 4, NPR 1600.1.

(4) The Contractor may conduct its own screening of individuals requiring
privileged access or limited privileged access provided the Contractor can demonstrate to
the Contracting Officer that the procedures used by the Contractor are equivalent to
NASA's personnel screening procedures for the risk level assigned for the IT position.

(5) Subject to approval of the Contracting Officer, the Contractor may forgo
screening of Contractor personnel for those individuals who have proof of a --

(1) Current or recent national security clearances (within last 3 years);

(ii) Screening conducted by NASA within the last 3 years that meets or exceeds
the screening requirements of the IT position; or

(iii) Screening conducted by the Contractor, within the last 3 years, that is
equivalent to the NASA personnel screening procedures as approved by the Contracting
Officer and concurred on by the CCS. '

(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c )(1)
through (c)(3) upon request of the Contractor. The Contractor shall provide all relevant
information requested by the Contracting Officer to support the waiver request.

(e) The Contractor shall contact the Contracting Officer for any documents,
information, or forms necessary to comply with the requirements of this clause.

(f) At the completion of the contract, the contractor shall return all NASA information
and IT resources provided to the contractor during the performance of the contract and
certify that all NASA information has been purged from contractor-owned systems used
in the performance of the contract. _

(g) The Contractor shall insert this clause, including this paragraph (g), in all
subcontracts

(1) Have physical or electronic access to NASA's computer systems, networks, or IT
infrastructure; or

(2) Use information systems to generate, store, process, or exchange data with
NASA or on behalf of NASA, regardless of whether the data resides on a NASA or a
contractor’s information system.

(End of Clause)
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I.11 OMBUDSMAN NFS 1852.215-84 (OCT 2003) ALTERNATE I (JUN 2000)

(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns
from Offerors, potential Offerors, and contractors during the pre-award and post-award
phases of this acquisition. When requested, the ombudsman will maintain strict
confidentiality as to the source of the concern. The existence of the ombudsman is not to
diminish the authority of the contracting officer, the Source Evaluation Committee, or the
selection official. Further, the ombudsman does not participate in the evaluation of
proposals, the source selection process, or the adjudication of formal contract disputes.
Therefore, before consulting with an ombudsman, interested parties must first address
their concerns, issues, disagreements, and/or recommendations to the contracting officer

for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may contact

the installation Ombudsman, Ms. Robin N. Henderson, George C. Marshall Space Flight
Center, DEO1, Building 4200, Marshall Space Flight Center, AL 35812, telephone: 256-

544-1919. facsimile: 256-544-7920, and e-mail address: Robin.N.Henderson@nasa.gov.

Concerns, issues, disagreements, and recommendations which cannot be resolved at the
installation may be referred to the NASA ombudsman, the Director of the Contract
Management Division, at 202-358-0445, facsimile 202-358-3083, e-mail,
james.a.balinskas@nasa.gov. Please do not contact the ombudsman to request copies of
the solicitation, verify offer due date, or clarify technical requirements. Such inquiries
shall be directed to the contracting officer or as specified elsewhere in this document.

(End of Clause)

.12 RESERVED
I.13 RELEASE OF SENSITIVE INFORMATION NFS 1852.237-73 (JUN 2005)

(a) As used in this clause, “sensitive information” refers to information, not currently in
the public domain, that the Contractor has developed at private expense, that may
embody trade secrets or commercial or financial information, and that may be sensitive or
privileged.

(b) In accomplishing management activities and administrative functions, NASA relies
heavily on the support of various service providers. To support NASA activities and
functions, these service providers, as well as their subcontractors and their individual
employees, may need access to sensitive information submitted by the Contractor under
this contract. By submitting this proposal or performing this contract, the Contractor
agrees that NASA may release to its service providers, their subcontractors, and their
individual employees, sensitive information submitted during the course of this
procurement, subject to the enumerated protections mandated by the clause at 1852.237-
72, Access to Sensitive Information.

(c) The Contractor shall identify any sensitive information submitted in support of this
proposal or in performing this contract. For purposes of identifying sensitive
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information, the Contractor may, in addition to any other notice or legend otherwise
required, use a notice similar to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not
disclose outside the Agency and its service providers that support management
activities and administrative functions. To gain access to this sensitive
information, a service provider’s contract must contain the clause at NFS
1852.237-72, Access to Sensitive Information. Consistent with this clause, the
service provider shall not duplicate, use, or disclose the information in whole or in
part for any purpose other than to perform the services specified in its contract.
This restriction does not limit the Government's right to use this information if it
is obtained from another source without restriction. The information subject to
this restriction is contained in pages [insert page numbers or other identification
of pages].

Mark each page of sensitive information the Contractor wishes to restrict with the
following legend:

Use or disclosure of sensitive information contained on this page is subject to
the restriction on the title page of this proposal or document.

(2) The Contracting Officer shall evaluate the facts supporting any claim that
particular information is “sensitive.” This evaluation shall consider the time and
resources necessary to protect the information in accordance with the detailed safeguards
mandated by the clause at 1852.237-72, Access to Sensitive Information. However,
unless the Contracting Officer decides, with the advice of Center counsel, that reasonable
grounds exist to challenge the Contractor’s claim that particular information is sensitive,
NASA and its service providers and their employees shall comply with all of the
safeguards contained in paragraph (d) of this clause.

(d) To receive access to sensitive information needed to assist NASA in accomplishing
management activities and administrative functions, the service provider must be
operating under a contract that contains the clause at 1852.237-72, Access to Sensitive
Information. This clause obligates the service provider to do the following:

(1) Comply with all specified procedures and obligations, including the
Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated
as a compliance document. '

(2) Utilize any sensitive information coming into its possession only for
the purpose of performing the services specified in its contract.

(3) Safeguard sensitive information coming into its possession from
unauthorized use and disclosure.

(4) Allow access to sensitive information only to those employees that
need it to perform services under its contract.

(5) Preclude access and disclosure of sensitive information to persons
and entities outside of the service provider’s organization.
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(6) Train employees who may require access to sensitive information
about their obligations to utilize it only to perform the services specified in its contract

and to safeguard it from unauthorized use and disclosure.

(7) Obtain a written affirmation from each employee that he/she has
received and will comply with training on the authorized uses and mandatory protections
of sensitive information needed in performing this contract.

(8) Administer a monitoring process to ensure that employees comply
with all reasonable security procedures, report any breaches to the Contracting Officer,
and implement any necessary corrective actions.

(e) When the service provider will have primary responsibility for operating an
information technology system for NASA that contains sensitive information, the service
provider’s contract shall include the clause at 1852.204-76, Security Requirements for
Unclassified Information Technology Resources. The Security Requirements clause
requires the service provider to implement an Information Technology Security Plan to
protect information processed, stored, or transmitted from unauthorized access, alteration,
disclosure, or use. Service provider personnel requiring privileged access or limited
privileged access to these information technology systems are subject to screening using
the standard National Agency Check (NAC) forms appropriate to the level of risk for
adverse impact to NASA missions. The Contracting Officer may allow the service
provider to conduct its own screening, provided the service provider employs
substantially equivalent screening procedures.

(f) This clause does not affect NASA's responsibilities under the Freedom of Information
Act.

(g) The Contractor shall insert this clause, including this paragraph (g), suitably modified
to reflect the relationship of the parties, in all subcontracts that may require the furnishing
of sensitive information.

(h) The Contractor shall comply with all requirements of DRD1140-MA-007,
Organizational Conflict of Interest (OCI) Avoidance Plan.

(End of Clause)
I.14 ACCESS TO SENSITIVE INFORMATION NFS 1852.237-72 (JUN 2005)

(a) Asused in this clause, “sensitive information” refers to information that a contractor
has developed at private expense, or that the Government has generated that qualifies for
an exception to the Freedom of Information Act, which is not currently in the public
domain, and which may embody trade secrets or commercial or financial information,
and which may be sensitive or privileged.

(b) To assist NASA in accomplishing management activities and administrative
functions, the Contractor shall provide the services specified elsewhere in this contract.

(c) If performing this contract entails access to sensitive information, as defined above,
the Contractor agrees to —

(1) Utilize any sensitive information coming into its possession only for
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the purposes of performing the services specified in this contract, and not to improve its
own competitive position in another procurement.

(2) Safeguard sensitive information coming into its possession from
unauthorized use and disclosure. '

(3) Allow access to sensitive information only to those employees that
need it to perform services under this contract.

(4) Preclude access and disclosure of sensitive information to persons
and entities outside of the Contractor’s organization.

(5) Train employees who may require access to sensitive information
about their obligations to utilize it only to perform the services specified in this contract
and to safeguard it from unauthorized use and disclosure.

(6) Obtain a written affirmation from each employee that he/she has
received and will comply with training on the authorized uses and mandatory protections
of sensitive information needed in performing this contract.

(7) Administer a monitoring process to ensure that employees comply
with all reasonable security procedures, report any breaches to the Contracting Officer,
and implement any necessary corrective actions.

(d) The Contractor will comply with all procedures and obligations specified in its
Organizational Conflicts of Interest Avoidance Plan, which this contract incorporates as a

compliance document.

(e) The nature of the work on this contract may subject the Contractor and its employees
to a variety of laws and regulations relating to ethics, conflicts of interest, corruption, and
other criminal or civil matters relating to the award and administration of government
contracts. Recognizing that this contract establishes a high standard of accountability and
trust, the Government will carefully review the Contractor’s performance in relation to
the mandates and restrictions found in these laws and regulations. Unauthorized uses or
disclosures of sensitive information may result in termination of this contract for default,
or in debarment of the Contractor for serious misconduct affecting present responsibility
as a government contractor.

() The Contractor shall include the substance of this clause, including this paragraph (f);
suitably modified to reflect the relationship of the parties, in all subcontracts that may
involve access to sensitive information -

(End of Clause)
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I.15 REPRESENTATIONS, CERTIFICATIONS, AND OTHER STATEMENTS
OF OFFERORS OR QUOTERS INCORPORATED BY REFERENCE
MSFC 52.252-90 (FEB 2001)

The Representations, Certifications, and Other Statements of Offerors or Quoters
(Section K of the solicitation document) as completed by the Contractor are hereby
incorporated in their entirety by reference, with the same force and effect as if they were
given in full text.

(End of Clause)
L1.16 NASA 8 PERCENT GOAL NFS 1852.219-76 (JUL 1997)

(a) Definitions.

"Historically Black Colleges or University," as used in this clause, means an institution
determined by the Secretary of Education to meet the requirements of 34 CFR Section
608.2. The term also includes any nonprofit research institution that was an integral part
of such a college or university before November 14, 1986.

"Minority institutions," as used in this clause, means an institution of higher education
meeting the requirements of section 1046(3) of the Higher Education Act of 1965 (20
U.S.C. 1135d-5(3)) which for the purposes of this clause includes a Hispanic-serving
institution of higher education as defined in section 316(b)(1) of the Act (20 U.S.C.
1059¢(b)(1)).

"Small disadvantaged business concern,” as used in this clause, means a small business
concern that (1) is at least 51 percent unconditionally owned by one or more individuals
who are both socially and economically disadvantaged, or a publicly owned business
having at least 51 percent of its stock unconditionally owned by one or more socially and
economically disadvantaged individuals, and (2) has its management and daily business
controlled by one or more such individuals. This term also means a small business
concern that is at least 51 percent unconditionally owned by an economically
disadvantaged Indian tribe or Native Hawaiian Organization, or a publicly owned business
having at least 51 percent of its stock unconditionally owned by one or more of these
entities, which has its management and daily business controlled by members of an
economically disadvantaged Indian tribe or Native Hawaiian Organization, and which
meets the requirements of 13 CFR 124.

“Women-owned small business concern,” as used in this clause, means a small business
concern (1) which is at least 51 percent owned by one or more women or, in the case of any
publicly owned business, at least 51 percent of the stock of which is owned by one or more
women, and (2) whose management and daily business operations are controlled by one or
more women.

(b) The NASA Administrator is required by statute to establish annually a goal to make
available to small disadvantaged business concerns, Historically Black Colleges and
Universities, minority institutions, and women-owned small business concerns, at least 8
percent of NASA'’s procurement dollars under prime contracts or subcontracts awarded in
support of authorized programs, including the space station by the time operational status is
obtained.
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(c) The contractor hereby agrees to assist NASA in achiéving this goal by using its best
efforts to award subcontracts to such entities to the fullest extent consistent with efficient

contract performance.
(d) Contractors acting in good faith may rely on written representations by their

subcontractors regarding their status as small disadvantaged business concerns, Historically
Black Colleges and Universities, minority institutions, and women-owned small business

concems.

(End of Clause)

[END OF SECTION]
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