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Recapitulation of contract value and funding is as follows: 

 

 Contract Value Contract Funding 

 

Previous Amount $262,196,602   $197,782,839 

This Action $0 $0 

New Amount $262,196,602 $197,782,839 

 

SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS  
 

 
B.1   ESTIMATED COST AND POTENTIAL FIXED PERFORMANCE FEE  
 

(a) The estimated cost of this contract is exclusive of the Potential Fixed Performance Fee 

of  The total Potential Fixed Performance Fee is  The total estimated 

cost and Potential Fixed Performance Fee is

 

(b) The estimated cost and contract fees are as follows: 

 

 
Contract Year Period Covered Estimated 

Cost per Year

  

Potential Fixed  

Performance Fee 

per semiannual 

period 

Earned Fixed 

Performance Fee 

per semiannual 

period 

Option  Status 

Base Year 1 02/1/10-07/31/10 $1,529,008 Base 
Base Year 1 08/1/10-01/31/11 $1,592,718 Base 
Base Year 2 02/1/11-07/31/11 $1,550,280 Base 
Base Year 2 08/1/11-01/31/12 $1,581,444 Base 
Option 1 Yr 1 02/1/12-07/31/12 $1,691,989 Exercised 
Option 1 Yr 1 08/1/12-01/31/13 $1,697,294 Exercised 
Option 1 Yr 2 02/1/13-07/31/13 TBD Exercised 
Option 1 Yr 2 08/1/13-01/31/14 TBD Exercised 
Option 2 Yr 1 02/1/14-07/31/14 TBD Unexercised 
Option 2 Yr 1 08/1/14-01/31/15 TBD Unexercised 
TOTAL  $9,642,733  

To Be Determined (TBD) by Government 

 

 

(End of clause) 

 
B.2   CONTRACT FUNDING. (1852.232-81) (JUN 1990)  
 

(a) For purposes of payment of cost, exclusive of fee, in accordance with the Limitation of Funds clause, 

the total amount allotted by the Government to this contract is This allotment is for 

performance in all areas and covers the following estimated period of performance:  contract award 

through May 16, 2013. 

 

(b) An additional amount of is obligated under this contract for payment of fees.

(b)(4)
(b)(4) (b)(4)

(b)(4)

(b)(4)

(b)(4)

(b)(4)
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SECTION J - DOCUMENTS, EXHIBITS, AND OTHER ATTACHMENTS  
 

ATTACHMENT J 
 

LIST OF ATTACHMENTS 
 
ATTACHMENT  DOCUMENT      PAGES 
 
ATTACHMENT J-1  Performance Work Statement   J-1-1 – J-1-44 
ATTACHMENT J-2  Data Procurement Document    J-2-1 – J-2-47 
ATTACHMENT J-3  Wage Determinations     J-3-1 – J-3-22  
ATTACHMENT J-4  Performance Requirements Summary   J-4-1 – J-4-5 
ATTACHMENT J-5  Surveillance and Cost Plus Fixed Performance J-5-1 – J-5-17 
    Fee Plan 
ATTACHMENT J-6  Safety & Health Implementation Guide and  J-6-1 – J-6-3 
    Assessment Matrix 
ATTACHMENT J-7  Associate Contractor Agreements (ACAs)  J-7-1 
ATTACHMENT J-8  Installation Provided Property and Services  J-8-1 – J-8-2  
ATTACHMENT J-9  Applicable Regulations and Procedures  J-9-1 – J-9-9 
ATTACHMENT J-10  Contract Security Classification and    J-10-1 –J-10-2 
    Specification (DD Form 254) 
ATTACHMENT J-11  Safety, Health and Environmental (SHE) Plan J-11-1 
ATTACHMENT J-12  Acronyms and Abbreviations    J-12-1 – J-12-9 
ATTACHMENT J-13  PWS Work Breakdown Structure   J-13-1 – J-13-2 
ATTACHMENT J-14  Personal Identity Verification (PIV) Procedures J-14-1 – J-14-4 
ATTACHMENT J-15  Organizational Conflict of Interest (OCI)  J-15-1 
    Mitigation Plan 
 

 
(End of clause) 
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ATTACHMENT J-1 

J-1-2 
 

1.0  General 

1.1    Mission Statement 

1.2    Responsibilities 

 

2.0  Management Support 

2.1    Project Management 

2.2   Financial Management 

2.3    Contract Administration 

2.4    Procurement 

2.5    Asset Management 

2.6    Security 

2.7    Safety 

2.8    Facilities Management 

2.9    Quality Management 

2.10  Phase-Out 

 

3.0    Information Technology (IT) Security Services 

3.1    Security Planning and Management 

3.2    RESERVED 

3.3    Security Compliance 

3.4    Continuity of Operations (COOP) and Disaster Recovery (DR) 

3.5    RESERVED 

3.6    Security Operations 

3.6.1 Intrusion Detection and Incident Response 

3.6.2 Security Engineering and Technical Support 

 

4.0    IT Planning, Policy, Architecture & Integration  

4.1    Customer Experience Management 

4.1.1 RESERVED  

4.1.2 Customer Service Request 

4.1.3  RESERVED 

4.1.4  RESERVED 

4.1.5 Customer Support Center 

4.2 IT Architecture and Integration 

4.2.1 IT Innovation Management 

4.2.2 RESERVED 

4.2.3 Enterprise Architecture 

4.3    Policy, Governance, and Performance Management 

4.3.1 IT Governance 

4.3.2 Continuous Risk Management 

4.3.3  RESERVED 

4.3.4 Special Business Case Development 

4.3.5 RESERVED 

4.4    Service Integration and Delivery 

4.4.1 Directives Management 

4.4.2 Records Management
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d. Provide support in coordinating IT security audit from 3
rd

 parties and track the findings.  The 

results of the findings should also be used to improve the overall security of NASA systems 

and network. 

e. Compile the metric as required by NASA policies, procedures, and requirements in addition 

to the metrics that are necessary to enhance the center’s IT security program. 

 

3.4  Continuity of Operations Plan (COOP) and Disaster Recovery (DR) Plan 

 

The contractor shall develop, maintain, and test service continuity, contingency, and disaster 

recovery plans for all systems for which they are responsible.  In providing these services, the 

contractor shall: 

 

a. Develop and maintain a Disaster Recovery Plan in accordance with DRD 1292MA-002 to 

ensure the orderly recovery from a disaster that may render all or part of information 

facilities, systems, and equipment inoperable.  This plan shall be in accordance with 

applicable NASA policy NPR 1040.1, NASA Continuity of Operations (COOP) Planning 

Procedural Requirement. 

b. Coordinate with information systems and disaster recovery experts across MSFC and NASA 

to verify integration of procedures and planning techniques. 

c. Execute effective measures to protect all systems equipment and data from potential 

environmental threats. 

d. After the occurrence of a disaster, ensure that systems are operational and restore any lost 

capabilities and data. 

e. Develop and maintain a Continuity of Operations Plan in accordance with DRD 1292MA-

002. 

 

3.5 RESERVED 

 

 

3.6  Security Operations 

 

The contractor shall operate and maintain the systems provided by the Government to detect and 

protect systems from unauthorized access, use, disclosure, destruction, modification, or 

disruption in services. 

 

3.6.1  Intrusion Detection and Incident Response 

 

The contractor shall provide intrusion detection and incident response for networks and systems 

managed by the OCIO for all the projects and programs located on the facilities at MSFC, 

NSSTC, and MAF. The contractor shall perform the following tasks: 

 

a. Respond to systems suspected of viruses, Trojans, or other malware.  Coordinate response 

with the system owners and service providers such as ODIN. 

b. Provide analysis on network traffic and system logs of systems suspected of an IT security 

incident. 

c. Implement the tools, policies, procedures and requirements provided by the government. 
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d. Monitor and administer a local instance of the MSFC provided flow monitoring tool, security 

event manager, sniffer, and intrusion detection system. 

e. Document all cases utilizing a NASA provided tool that is managed by the NASA Security 

Operations Center (SOC) located at the Ames Research Center.   

f. Monitor and administer the MSFC provided proxy that is used as a content filter blocking 

access to inappropriate sites called out in NASA Procedure Directive (NPD) 2540.1, 

Personal Use of Government Office Equipment Including Information Technology and 

protect the MSFC private network from zero-day exploit code as well as well know exploits 

utilizing the http protocols. 

 

3.6.2  Security Engineering and Technical Support 

 

The contractor shall provide technical, administrative, and engineering support for MSFC’s 

instances of the two-factor authentication system and patch management tool.  The contractor 

shall perform the following tasks: 

 

a. Provide engineering and system administration for patch management tools provided by the 

agency, implementing a patch management program for MSFC managed resources that 

follow Federal and Agency policy and procedure.  

b. Provide engineering and system administration for the MSFC two-factor authentication 

program.  This program is integrated with the Agency’s implementation of HSPD-12.  The 

service shall be in accordance with Federal and Agency architecture, policy and procedure. 

Implement MSFC conversion to and operation of Agency standard IT resource account 

management system. 

c. In concert with Agency requirements, manage and maintain secure authentication services 

for MSFC, NSSTC, and MAF customers, including token-based and smart card services.   

d. Provide system administration for the groups across the servers supporting various 

organizations with IT systems on the MSFC, NSSTC, and MAF networks.   

e. Communications with the various group administrators as to current system issues, metrics 

and special reporting requirements. 
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metrics are listed for each functional area.  The combined total of these unique metrics for the 

Mission (and any IDIQ tasks awarded) represent 35 percent. 

 

2.3.1  IT Security Measures (16%)  WBS 3.0 describes contractor efforts required to provide 

security planning and management, security architecture, security compliance, Continuity of 

Operations (COOP) and Disaster Recovery (DR) and security operations. The efficiency of the 

Contractor’s IT Security effort is evaluated by the individual AQLs listed below: 

  

2.3.1.1 Incident Management (5%).  The contractor shall isolate and report all Security Incidents 

within 1 hour of discovery and shall resolve and close all open Security Incidents within 30 days 

unless an extension is approved by the MSFC IT Security Manager.  To earn 75 percent of the 

fee, the Contractor shall not exceed 2 instances of late deliverables.  When the number of late 

deliverables exceeds 2 instances, the contractor shall receive 0 percent fee. 

 

Number of Late Deliverables  % of available fee 

0 100% 

1 – 2 75% 

                             > 2 0% 

 

2.3.1.2 Service Restoration (5%).  The contractor shall restore affected service and update the IT 

Security Plan for systems impacted by Security Incidents within 24 hours to earn 100% of the fee 

for this element.   To earn 75 percent of the fee, the Contractor shall not have more than 2 

instances where the restoration was delayed beyond 24 hours within any 6-month evaluation 

period.  When the contractor exceeds 2 instances, the contractor shall receive 0 percent fee. 

 

Number of instances late/unavailable  % of available fee 

0 100% 

1 – 2 75% 

                             > 2 0% 

 

2.3.1.3 Compliance (6%).  The contractor shall ensure that all IT Security services are compliant 

with Agency and MSFC direction and consistent with documented strategies, goals, and 

objectives 100% of the time to earn 100% of the fee available for this element.  To earn 50 

percent of the fee, the Contractor shall not exceed 1 instance where developed products are not 

consistent with Agency and/or Center strategies, goals, or objectives.  If the number of instances 

exceeds one, the contractor shall receive 0 percent fee. 

 

Number of Inconsistent Products  % of available fee 

0 100% 

1 50% 

                            > 1 0% 

 




