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A. The purpose of this modification is to: (1) provide incremental funding in the amount of
$82,418 in accordance with contract clause B.6 (Contract Funding) and (2) incorporate NFS
Clause 1852.204-76, Security Requirements for Unclassified Information Technology
Resources, May 2007 into the contract at no cost to the Government.

B. Accordingly, the allotted funding for the estimated cost is increased by $77,026.17 (from
$5,693,123.51 to 5,770,149.68). The allotted funding for provisional cost incentive fee is
increased by $4043.87 (from $66,364.04 to $70,407.91) and provisional performance incentive
is increased by $1,347.96 (from $199,093.15 to $200,441.11). Thus, the total allotted funding
for the contract is increased by $82,418 (from $5,958,580.70 to $6,040,998.70).

C. Therefore, the contract is changed in the following particulars:

Section B, Clause B.6, CONTRACT FUNDING, Page B-7, is hereby deleted in its entirety and
the revised Clause B.6, shown on the enclosed replacement page B-7, is substituted in lieu

thereof.

Section |, Clause I.10, SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES, (November 2004)(DEVIATION) Page I-11 through Page I-14

are hereby deleted in its entirety and the revised Clause I-10, shown on the enclosed
replacement Page |-11 through I-14 is substituted in lieu thereof.

D. In order to reflect the chahges resulting from this modiﬂbation, page(s) listed below are
added or deleted from the contract as shown. In order to indicate the specific area(s) of
change, vertical lines are shown in the right margin of the enclosed replacement page across

from the revised area.

Section Pages Added Pages Deleted

B - SUPPLIES OR SERVICES B-7 B-7

AND PRICES/COSTS

| — CONTRACT CLAUSES, 1-11 thru I-14 (Mod 8) 1-11 thru I-14 (Basic)
Clause I-10

E. Contractor's Statement of Release

In consideration of the modification agreed to herein as complete equitable adjustment
for all claims arising out of or attributable to the issuance of the contract change(s) and/or
contractor proposals listed below, the contractor hereby releases the Government from any and
all liability under this contract for further equitable adjustments attributable to such facts or
circumstances giving rise to said contract change(s) and/or contractor proposal(s), and for such

additional obligations as may be required by this modification.

Contract Change Identification Contractor Proposal Number
NNMO7AA70C, Modification 8 N/A

F. All other terms and conditions remain unchanged and in full force and effect.
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Page 1a (Mod 8)
“Accounting and Appropriation Data”
Purchase Requisition No. WBS Element Funds Cost Center | Amount
4200224362 (Mod 8) 511432.07.04 ESAX22007D 62CS20 $10,000
4200217186 (Mod 8) 132438.11.02 ESAX22007D 62CS20 $72,418
Funding Allotted This Action $82,418
Previous Funding
4200195223 (Basic) $ 506,432.00
4200193813 (Basic) $1,052,993.00
4200197746 & 4200197642 (Mod $ 288,326.84
1)
4200201601 (Mod 2) $ 79,435.00
4200198995 (Mod 2) b 358,380.00
4200199727 (Mod 2) $ 50,000.00
4200203654 (Mod 2) $ 450,000.00
4200206106 (Mod 3) 329231.01.06.08 ESAX22006D 62CS20 $ 760,371.25
4200206103 (Mod 3) 329231.01.06.08 ESAX22006D 62CS20 $ 311,770.00
4200197746 (Mod 3) 329231.01.06.08 ESAX22006D 62CS20 p 200,000.00
4200208588 (Mod 4) p_153,033.08
4200208499 (Mod 4) $ 48,771.00
4200211360 (Mod 4) $ 484,298.69
4200211826 (Mod 4) 3 150,000.00
4200208653 (Mod 4) $ 190,000.00
4200197642 (Mod 5) 981155.09.08 ESAX22007D 62CS40 $ -26,831.30
981155.11.05.08 ESAX22007D 62CS40 $ -26,059.00
981155.11.05.08 ESAX22007D 62CS40 $ -70,141.00
4200213963 (Mod 6) 136905.01.05.08 ESAX22007D 62CS20 $ 6,450.00
136905.01.05.08 ESAX22007D 62CS20 $ 10,020.00
136905.01.05.08 ESAX22007D 62CS20 $ 2145.00
136905.01.05.08 ESAX22007D 62CS20 $ 400.00
136805.01.05.08 ESAX22007D 62CS20 $ 6,619.00
136905.01.05.08 ESAX22007D 62CS20 $ 1675.00
136905.01.05.08 ESAX22007D 62CS20 $ 50.00
411011.01.01.01.04 ESAX22007D 62CS20 $  1,400.00
4200215155 (Mod 6) 292487.04.08 ESAX22007D 62CS20 $ 680776
. 763115.08.04.01.05 ESAX22007D 62CS20 $ 15,000.00
136905.01.05.08 ESAX22007D 62CS20 $ 1,184.00
136905.01.05.08 ESAX2207D 62CS20 $ 6,992.00
292487.04.08.02 ESAX22007D 62CS20 $ 133,855.56
411011.01.01.01.04 EXCX22007D 62CS20 $ 580.00
411011.01.01.01.04 EXCX22007D 62CS20 $ 249766
292487.04.08 ESAX22007D 62CS20 $ 2,056.98
292487.08.08.01 ESAX22007D 62CS20 $ 67,90545
4200220981 (Mod 7) 197009.10.01.01.10 EXCX22007D 62CS20 $28,106.00
522632.08.01.01 EXCX22007D 62CS20 $28,106.00
520871.08.01.01.02 EXCX22007D 62CS20 $28,106.00
522094.08.01.01.03.02 EXCX22007D 62CS20 $28,106.00
524238.08.01.01.03 EXCX22007D 62CS20 $28,106.00
292487.08.08.01 ESAX22007D 62CS01 $32,423.00
492631.31.08 ESAX22007D 62CS20 $57,593.73
136905.01.05.08 ESAX22007D 62CS20 $501,616.00
Total Funding Allotted $6,040,998.70
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(iv) The purchase and maintenance of additional insurance not in the target cost and required by the
Contracting Officer, or claims for reimbursement for liabilities to third persons pursuant to the Insurance
Liability to Third Persons clause;

(v) Any claim, loss, or damage resulting from a risk for which the Contractor has
been relieved of liability by the Government Property clause; or

(vi) Any claim, loss, or damage resulting from a risk defined in the contract as
unusually hazardous or as a nuclear risk and against which the Government has expressly agreed to
indemnify the Contractor.

(5) All other allowable costs are included in “total allowable cost” for fee adjustment in
accordance with this paragraph (e), unless otherwise specifically provided in this contract.

(f) Contract modification. The total allowable cost and the adjusted fee determined as provided
in this clause shall be evidenced by a modification to this contract signed by the Contractor and the
Contracting Officer.

(9) Inconsistencies. In the event of any language inconsistencies between this clause and the
provisioning documents or Government options under this contract, compensation for spare parts or other
supplies and services ordered under such documents shall be determined in accordance with this clause.

(End of clause)

B.6 CONTRACT FUNDING (NFS 1852.232-81) (JUN 1990)

(a) For purposes of payment of cost, exclusive of fee, in accordance with the Limitation of Funds
clause, the total amount allocated by the Government to this contract is $5,770,149.68. This allotment is

for the Office of Strategic Analysis and Communications Support Services effort described in Attachment

J-1. Performance Work Statement, and covers the following estimated period of performance: April 01,
2007 — January 31, 2008.

(b) An additional amount of $270,849.02 is obligated under this contract for payment

of fee.
PREVIOUS THIS ACTION TOTAL

Mission Estimated Cost $5,693,123.51 $ 77,026.17 $ 5,770,149.68
IDIQ Estimated Cost 0 $ 0 0
Provisional Cost Incentive $ 66,364.04 $ 4,043.87 $ 70,407.91
Fee
Provisional Performahce $ 199,093.15 $ 1,347.96 $ 200,441.11
Incentive Fee
Total Sum Allotted $ 5,958,580.70 $ 82,418.00 $ 6,040,998.70

B-7 (Mod 8)
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contract, with respect to which the Contractor may be entitled to reimbursement from the

Government.
() The Government reserves the right to review the Contractor’s purchasing system as

set forth in FAR Subpart 44.3.
(k) Paragraphs (d) and (f) of this clause do not apply to the following subcontracts,

which were evaluated during negotiations:

AkinsCrisp Public Strategies, 116 Jefferson Street, Suite #305, Huntsville, AL 35801
Al Signal Research, Inc. (ASRI), 3411 Triana Blvd., SW, Huntsville, AL 35805

(End of Clause)

110  1852.204-76 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES (MAY 2007)

(a) The Contractor shall be responsible for information and information technology (IT)
security when —

(1) The Contractor or its subcontractors must obtain physical or electronic (i.e.,
authentication level 2 and above as defined in National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-63, Electronic Authentication Guideline) access to NASA's
computer systems, networks, or IT infrastructure; or

(2) Information categorized as low, moderate, or high by the Federal Information Processing
Standards (FIPS) 199, Standards for Security Categorization of Federal Information and
Information Systems is stored, generated, processed, or exchanged by NASA or on behalf of
NASA by a contractor or subcontractor, regardless of whether the information resides on a
NASA or a contractor/subcontractor’s information system.

(b) IT Security Requirements.
(1) Within 30 days after contract award, a Contractor shall submit to the Contracting Officer

for NASA approval an IT Security Plan, Risk Assessment, and FIPS 199, Standards for Security
Categorization of Federal Information and Information Systems, Assessment. These plans and
assessments, including annual updates shall be incorporated into the contract as compliance
documents.

(i) The IT system security plan shall be prepared consistent, in form and content, with
NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, and any
additions/augmentations described in NASA Procedural Requirements (NPR) 2810, Security of
Information Technology. The security plan shall identify and document appropriate IT security
controls consistent with the sensitivity of the information and the requirements of Federal
Information Processing Standards (FIPS) 200, Recommended Security Controls for Federal
Information Systems. The plan shall be reviewed and updated in accordance with NIST SP
800-26, Security Self-Assessment Guide for Information Technology Systems, and FIPS 200, on
a yearly basis.

(i) The risk assessment shall be prepared consistent, in form and content, with NIST SP

800-30, Risk Management Guide for Information Technology. Systems, and any
additions/augmentations described in NPR 2810. The risk assessment shall be updated on a

yearly basis.
(i) The FIPS 199 assessment shall identify all information types as well as the “high

water mark,” as defined in FIPS 199, of the processed, stored, or transmitted information
necessary to fulfill the contractual requirements.

I-11 (Mod 8)
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(2) The Contractor shall produce contingency plans consistent, in form and content, with
NIST SP 800-34, Contingency Planning Guide for Information Technology Systems, and any
additions/augmentations described in NPR 2810. The Contractor shall perform yearly
“Classroom Exercises.” “Functional Exercises,” shall be coordinated with the Center CIOs and
be conducted once every three years, with the first conducted within the first two years of
contract award. These exercises are defined and described in NIST SP 800-34.

(3) The Contractor shall ensure coordination of its incident response team with the NASA
Incident Response Center (NASIRC) and the NASA Security Operations Center, ensuring that
incidents are reported consistent with NIST SP 800-61, Computer Security Incident Reporting
Guide, and the United States Computer Emergency Readiness Team’s (US-CERT) Concept of
Operations for reporting security incidents. Specifically, any confirmed incident of a system
containing NASA data or controlling NASA assets shall be reported to NASIRC within one hour
that results in unauthorized access, loss or modification of NASA data, or denial of service
affecting the availability of NASA data.

(4) The Contractor shall ensure that its employees, in performance of the contract, receive
annual IT security training in NASA IT Security policies, procedures, computer ethics, and best
practices in accordance with NPR 2810 requirements. The Contractor may use web-based
training available from NASA to meet this requirement.

(5) The Contractor shall provide NASA, including the NASA Office of Inspector General,
access to the Contractor’s and subcontractors’ facilities, installations, operations,
documentation, databases, and personnel used in performance of the contract. Access shall be
provided to the extent required to carry out IT security inspection, investigation, and/or audits to
safeguard against threats and hazards to the integrity, availability, and confidentiality of NASA
information or to the function of computer systems operated on behalf of NASA, and to preserve
evidence of computer crime. To facilitate mandatory reviews, the Contractor shall ensure
appropriate compartmentalization of NASA information, stored and/or processed, either by
information systems in direct support of the contract or that are incidental to the contract.

(6) The Contractor shall ensure that system administrators who perform tasks that have a
material impact on IT security and operations demonstrate knowledge appropriate to those
tasks. Knowledge is demonstrated through the NASA System Administrator Security
Certification Program. A system administrator is one who provides IT services (including
network services, file storage, and/or web services) to someone other than themselves and
takes or assumes the responsibility for the security and administrative controls of that service.
Within 30 days after contract award, the Contractor shall provide to the Contracting Officer a list
of all system administrator positions and personnel filling those positions, along with a schedule
that ensures certification of all personnel within 90 days after contract award. Additionally, the
Contractor should report all personnel changes which impact system administrator positions
within 5 days of the personnel change and ensure these individuals obtain System Administrator
certification within 90 days after the change.

(7) The Contractor shall ensure that NASA's Sensitive But Unclassified (SBU) information
as defined in NPR 1600.1, NASA Security Program Procedural Requirements, which includes
privacy information, is encrypted in storage and transmission

(8) When the Contractor is located at a NASA Center or installation or is using NASA IP
address space, the Contractor shall -

(i) Submit requests for non-NASA provided external Internet connections to the
Contracting Officer for approval by the Network Security Configuration Control Board (NSCCB);

(i) Comply with the NASA CIO metrics including patch management, operating systems
and application configuration guidelines, vulnerability scanning, incident reporting, system
administrator certification, and security training; and

112 (Mod 8)
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(iii) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted communication or
non-repudiation requirements within NASA when secure email capability is required.
(c) Physical and Logical Access Requirements.

(1) Contractor personnel requiring access to IT systems operated by the Contractor for
NASA or interconnected to a NASA network shall be screened at an appropriate level in
accordance with NPR 2810 and Chapter 4, NPR 1600.1, NASA Security Program Procedural
Requirements. NASA shall provide screening, appropriate to the highest risk level, of the IT
systems and information accessed, using, as a minimum, National Agency Check with Inquiries
(NACI). The Contractor shall submit the required forms to the NASA Center Chief of Security
(CCS) within fourteen (14) days after contract award or assignment of an individual to a position
requiring screening. The forms may be obtained from the CCS. At the option of NASA, interim
access may be granted pending completion of the required investigation and final access
determination. For Contractors who will reside on a NASA Center or installation, the security
screening required for all required access (e.g., installation, facility, IT, information, etc.) is
consolidated to ensure only one investigation is conducted based on the highest risk level.
Contractors not residing on a NASA installation will be screened based on their IT access risk
level determination only. See NPR 1600.1, Chapter 4. ,

(2) Guidance for selecting the appropriate level of screening is based on the risk of adverse
impact to NASA missions. NASA defines three levels of risk for which screening is required (IT-
1 has the highest level of risk).

() 1T-1 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause very serious adverse impact to NASA missions. These systems
include, for example, those that can transmit commands directly modifying the behavior of
spacecraft, satellites or aircraft.

(ii) IT-2 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause serious adverse impact to NASA missions. These systems include,
for example, those that can transmit commands directly modifying the behavior of payloads on
spacecraft, satellites or aircraft; and those that contain the primary copy of “level 1” information
whose cost to replace exceeds one million dollars.

(iii) IT-3 -- Individuals having privileged access or limited privileged access to systems"
whose misuse can cause significant adverse impact to NASA missions. These systems include,
for example, those that interconnect with a NASA network in a way that exceeds access by the
general public, such as bypassing firewalls; and systems operated by the Contractor for NASA
whose function or information has substantial cost to replace, even if these systems are not
interconnected with a NASA network.

(3) Screening for individuals shall employ forms appropriate for the level of risk as

established in Chapter 4, NPR 1600.1.
(4) The Contractor may conduct its own screening of individuals requiring privileged access

or limited privileged access provided the Contractor can demonstrate to the Contracting Officer
that the procedures used by the Contractor are equivalent to NASA's personnel screening

procedures for the risk level assigned for the IT position.
(5) Subject to approval of the Contracting Officer, the Contractor may forgo screening of

Contractor personnel for those individuals who have proof of a —
(i) Current or recent national security clearances (within last three years);
(i) Screening conducted by NASA within the last three years that meets or exceeds the

screening requirements of the IT position; or

1-13 (Mod 8)
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(iii) Screening conducted by the Contractor, within the last three years, that is equivalent
to the NASA personnel screening procedures as approved by the Contracting Officer and
concurred on by the CCS.

(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c)(1) through
(c)(3) upon request of the Contractor. The Contractor shall provide all relevant information
requested by the Contracting Officer to support the waiver request.

(e) The Contractor shall contact the Contracting Officer for any documents, information, or
forms necessary to comply with the requirements of this clause.

() At the completion of the contract, the contractor shall return all NASA information and IT
resources provided to the contractor during the performance of the contract and certify that all
NASA information has been purged from contractor-owned systems used in the performance of
the contract.

(g) The Contractor shall insert this clause, including this paragraph (g), in all subcontracts

(1) Have physical or electronic access to NASA's computer systems, networks, or IT
infrastructure; or

(2) Use information systems to generate, store, process, or exchange data with NASA or on
behalf of NASA, regardless of whether the data resides on a NASA or a contractor’s information

system.

(End of clause)
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