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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT
(continued) .

Pursuant to Procurement Notice 04-05 dated June 21, 2005, the first purpose of this

modification is to incorporate NASA FAR Suppiement (NFS) Clause 1852.237-72, Access to
Sensitive Information, and NFS Clause 1852.237-73, Release of Sensitive Information, into
delivery order, H36049. These NFS clauses were released in the Federal Register on June

21, 2005 but are not yet reflected in the NFS. The second purpose of this modification is to

make changes to Clause 31 of Section 2, titled Key Personnel, to re:iect current employees
—-and-their positions—TFherefore; H36049-is-modified 85 follows o s e

A. Section | titled “Addenda To SF 1449” is revised to in order to reflect the incorporation of
two additional full text clauses, specifically, NFS Clause 1852.237-72 and NFS Clause
1852.237-73.

B. It is mutually agreed that the clauses mcorporated by the actlons described in above are
accomphshed within the existing Delivery Order value and will not require an equitable adjustment

to that amount.

Sec’uon 2 Clause 31, Key Personnel and Facilities, is changed add
the |

D. As a result of the foregoing changes, the following pages are revised to include the above 4
~ full text clauses and to make administrative changes as indicated in paragraph C above.
Changes are noted by a vertical line in the right column.

¢y

E. All other terms and conditions of this delivery order remain unchanged.

F. The following order pages are, revised, deleted, and/or added.

Page(s) Deleted - Page(s) Added
Section I, 2 pages , Section I, 2 pages

Section 2, clause 31, page 35 Section 2, clause 31, page 35
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SECTION 1 - ADDENDA TO SF 1449

THE TERMS INCLUDED HEREIN ARE IN ADDITION TO THOSE INCLUDED IN
THE GSA CONTRACT. IN THE EVENT THERE IS/ARE ANY CONFLICT(S), THE
TERMS INCLUDED HEREIN WILL TAKE PRECEDENCE.

Note — The words contract and order as shown herein are used synonymously

ADDENDUM TO FAR 52.212-4, BLOCK 27a is as follows.
The following clauses are incorporated by reference, with the same force and effect as if

_ they were givenin full text.

A. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1)
CLAUSES

Clause No. Title

52.203-8 Cancellation, Resmssmn and Recovery of Funds for Hlegal or Improper Act1v1ty
(Jan 1997) '

52.203-10 Price or Fee AdJustment for Illegal or Improper Act1v1ty (Jan 1997)

52.204-1 Approval of Contract (Dec 1989) (Insert “MSFC Procurement Officer”)

52.204-4 Printed or Copied Double-Sided on Recycled Paper (Aug 2000)

52.208-9 Contractor Use of Mandatory Sources of Supply or Services (Feb 2002)

52.219-23 Notice of Price Evaluation Adjustmcnt for Small Disadvantaged Business Concerns
(May 2001) :

- Subparagraph (b)(i) Insert ten (10) percent ,
Paragraph (c)[_] Quoter elects to waive the adjustment. (Check block if applicable)

52.222-4 Contract Work Hours and Safety Standards Act — Overtime Compensation (Sep
’ 2000) .

52.223-3 Hazardous Material Identlﬁcatlon and Material Safety Data (Jan 1997) Alternate I
(Jul 1995)

52.223-5 Pollution Prevention and Right-to-Know Information
(Mar 1998)

52.223-6 Drug-Free Workplace (May 2001)

52.223-10 Waste Reductlon Program (Aug 2000)

52,223-11 Ozone Ueplem.g Substances (May 2001)

52.223-12 Refrigeration Equipment and Air Conditioners'(May 1995)

52.224-1 Privacy Act Notification (Apr 1984)

©52.224-2. Privacy Act (Apr 1984)

52.228-5 Insurance — Work ona Government Installatlon (Jan 1997)

Reserved ‘

52.237-3 Continuity of Services (Jan 1991)
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52.239-1 Privacy or Security Safeguards (Aug 1996)
52.245-2 Government Property (Fixed-Price Contracts) (Dec 1989)
52.245-19 Govermnment Property Furnished “As Is” (Apr 1984)
52.246-4 Inspection of Services — Fixed Price (Aug 1996)
52.246-6 Inspection — Time-and-Material and Labor-Hour (May 2001)
52.246-16 Responsibility for Supplies (Apr 1984)
52.247-34 F.O.B. Destination (Nov 1991)
52.251-1 Government Supply Sources (Apr 1984)
52.253-1 - Computer Generated Forms (Jan 1951)

B. NASA/FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

Clause No. Title
Reserved -
Information Resources (July 2002)

1852.208-81 Restrictions on Printing and Duplicating (Oct 2001)

1852.215-84 Ombudsman (Jun 2000) (Insert “MSFC Ombudsman Axel Roth, Code DEO1,
MSFC, AL 35812, telephone (256) 544-0451, fax number (256) 544- 7920 e-mail
address: Axel Roth@msfc.nasa.gov”)

1852.219-74 Use of Rural Area Small Businesses (Sep 1990)

1852.223-70 Safety and Health (Apr 2002)

1852.223-74 Drug and Alcohol Free Workplace (March 1996)

1852.237-70 Emergency Evacuation Procedures (Dec 1988)

1852.245-71 Installation-Accountable Government Property (June 1998)

The full text of a clause may be accessed electronically at this/these address(es):”

FAR: http://www.arnet.gov/far/ :
NASA FAR Supplement: http: /fwww.hg.nasa.gov/ ofﬁce/procurement/re gs/nfstoc.htm

-Secanty RCqU.ll ements-for UI'ICI&SSIﬁvd ndLO[haLed"’“"” T T I e e

C. The foHowing clauses are incorporated n full text.
(1) 1852.237-72 ACCESS TO SENSITIVE INFORMATION (JUNE 2005)

(a) As used in this clause, “sensitive information” refers to information that a contractor
has developed at private expense, or that the Government has generated that qualifies for
an exception to the Freedom of Information Act, which is not currently in the public
domain, and which may embody trade secrets or commercial or financial information,
and which may be sensitive or privileged.

(b) To assist NASA in accomplishing management activities and adrmmstratlve
functions, the Contractor shall provide the services specified elsewhere in this contract.

(¢) If performing this contract entails access to sensitive information, as defined above,
the Contractor agrees to -

(1) Utilize any sensitive information coming into its possession only for the
purposes of performing the services specified in this contract, and not to improve its own
competitive position in another procurement.
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(2) Safeguard sensitive information coming into its possession from unauthorized
use and disclosure. _

(3) Allow access to sensitive information only to those employees that need it to
perform services under this contract.

(4) Preclude access and disclosure of sensitive information to persons and entities
outside of the Contractor’s organization.

(5) Train employees who may require access to sensitive information about their
obligations to utilize it only to perform the services specified in this contract and to
safeguard it from unauthorized use and disclosure.

(6) Obtain a written affirmation from each employee that he/she has received and
will comply with training on the authorized uses and mandatory protectlons of sensitive
information needed in performing this contract.

(7) Administer a monitoring process to ensure that employees comply with all
reasonable security procedures, report any breaches to the Contracting Officer, and

1n-lplel-nent any necessary COI’I‘GCUW: aCtlons i omimem e e S s 304 b b e S NSRS

(d) The Contractor will comply with all plocedures and obhoatmns spe<31ﬁed n its
Organizational Conflicts of Interest Avoidance Plan, which this contract incorporates as a
compliance document. -

(e) The nature of the work on this contract may subject the Contractor and its employees
to-a variety of laws and regulations relating to ethics; conflicts of interest, corruption, and
other criminal or civil matters relating to the award and administration of government
contracts. Recognizing that this contract establishes a high standard of accountability and
trust, the Government will carefully review the Contractor’s performance in relation to
the mandates and restrictions found in these laws and regulations. Unauthorized uses or
disclosures of sensitive information may result in termination of this contract for default,
or in debarment of the Contractor for serious misconduct affecting present responsibility
as a government contractor.

(f) The Contractor shall include the substance of thls clause, including thls paragraph
(f), suitably modified to reflect the relationship of the parties, in all subcontracts that may
involve access to sensitive information

(End of clause)

(2) 1852.237-73 RELEASE OF SENSITIVE INFORMATION (JUNE 2005)

(a) As used in this clause, “sensitive information” refers to information, not currently in
the public domain, that the Contractor has developed at private expense, that may
embody trade secrets or commerc1al or financial information, and that may be sensitive or
privileged. ‘

(b) In accomplishing management activities and administrative functions, NASA relies
heavily on the support of various service providers. To support NASA activities and
furictions, these service providers, as well as their subcontractors and their individual
employees, may need access to sensitive information.submitted by the Contractor under
this contract. By submitting this proposal or performing this contract, the Contractor
agrees that NASA may release to its service providers, their subcontractors, and their
individual employees, sensitive information submitted during the course of this

wh
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procurement, subject to the enumerated protections mandated by the clause at 1852.237-
72, Access to Sensitive Information.

(¢)(1) The Contractor shall identify any sensitive information submltted in support of
this proposal or in performing this contract. For purposes of identifying sensitive
information, the Contractor may, in addition to any other notice or legend otherwise
required, use a notice similar to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not

disclose outside the Agency and iis service providers that support management
activities and administrative functions. To gain access o (his sensitive
information, a service provider’s contract must contain the clause at NFS
1852.237-72, Access to Sensitive Information. Consistent with this clause, the
service provider shall not duplicate, use, or disclose the information in whole or
in part for any purpose other than to perform the services specified in s
- contract-— This- restriction--does- not-limit-the-Government's- right -to-use this
information if it is obtained from another source without restriction. The
information subject to this resiriction is contained in pages [insert page
numbers or other identification of pages].
Mark each page of sensitive information the Contractor wishes to restrict with the
following legend:
Use or disclosure of sensitive information contained on th1s page is subject to the
restriction on the title page of this proposal or document.
(2) The Contracting Officer shall evaluate the facts supporting any claim that
particular information is “sensitive.” This evaluation shall censider the time and

resources necessary to protect the information in accordance with the detailed safeguards ‘

mandated by the clause at 1852.237-72, Access to Sensitive Information. However,
unless the Contracting Officer decides, with the advice of Center counsel, that reasonable
grounds exist to challenge the Contractor’s claim that particular information 1is sensitive,

- NASA and its service providers and their employees shall comply Wlth all of the

safeguards contained in paragraph (d) of this clause. , 1

(d) To receive access to sensitive information needed to assist NASA in acco*nphs‘nnc
management activities and administrative functions, the service provider must be
operating under a contract that contains the clause at 1852.237-72, Access to Sensitive
Information. This clause obligates the service provider to do'the following:

(1) Comply with all specified procedures and obligations, including the

Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated
as a compliance document. '

(2) Utilize any sensitive information coming into its possessmn only for the purpose
of performing the services specified in its contract.

(3) Safeguard sensitive information coming into its possession from unauthomzed use
and disclosure.

(4) Allow access to sensitive information only to those emnloyees that need it to
perform services under its contract.

(5) Preclude access and disclosure of sensitive information to persons and entities
outside of the service provider’s organization.

7
i
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(6) Train employees who may require access to sensitive information about their
obligations to utilize it only to perform the services specified in its contract and to
safeguard it from unauthorized use and disclosure.

(7) Obtain a written affirmation from each employee that he/she has received and will
comply with training on the authorized uses and mandatory protections of sensitive
information needed in performing this contract.

(8) Administer a monitoring process to ensure.that employees comply with all
reasonable security procedures, report any breaches to the Contracting Officer, and
implement any necessary corrective actions.

(¢) When the service provider will have primary responsibility for operating an
information technology system for NASA that contains sensitive information, the service
provider’s contract shall include the clause at 1852.204-76, Security Requirements for
Unclassified Information Technology Resources. The Security Requirements clause
requires the service provider to implement an Information Technology Security Plan to

- protect infermation-processed; storeds-or-transmitted from unauthorized-access; alteration;|— -~

disclosure, or use. Service provider personnel requiring privileged access or limited
privileged access to these information technology systems are subject to screening using
the standard National Agency Check (NAC) forms appropriate to the level of risk for
adverse impact to NASA missions. The Contracting Officer may allow the service
provider to conduct its own screening, provided the service provider employs
substantially equivalent screening procedures. ‘

(f) This clause does not affect NASA's responsibilities under the Freedom of Information
Act. _

(g) The Contractor shall insert this clause, including this paragraph (g), suitably modified
to reflect the relationship of the parties, in all subcontracts that may require the furnishing

of sensitive information.
(End of clause)

(END OF SECTION)
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31. KEY PERSONNEL AND FACILITIES

A. The personnel and/or facilities listed below are considered essential to the work
being performed under this GSA order. Before removing, replacing, or
diverting any of the listed or specified personnel or facilities, the Contractor
shall (1) notify the Contracting Officer reasonably in adv ance and (2) submit
justification (including proposed substitutions) in sufficient detail to permit
evaluation of the impact on this order.

B. The Contractor shall make no diversion without the Contracting Officer's ;
written consent; provided, that the Contracting Officer may ratify in writing the
proposed change, and such ratification shall constitute the Contracting Officer's
consent required by this clause. '

- G-~ The list-of personnel- and/or facilities shown below may, with the-consent-of the |-~

contracting parties, be amended from time to time during the course of this
GSA order to add or delete personnel and/or facilities.

KEY PERSONNEL: POSITION/TITLE

FACILITIES: N/A

(End of Clause)

32. LIST OF GOVERNMENT-FURNISHED PROPERTY

For performance of work under this GSA order, the Government will make available
Government property identified in Attachment 10 of this GSA order on a no-charge-
for-use basis. The Contractor shall use this property in the performance of this GSA
order at MSFC and at other location(s) as may be approved by the Contracting
Officer. Under the FAR 52.245 Government property clause of this GSA order, the
Contractor is accountable for the identified property.

(End of Clause)

33. MAJOR BREACH OF SAFETY OR SECURITY (NFS 1852.223-75)
(FEBRUARY 2002). ALTERNATE I (MIAY 2002)

A. Safety is the freedom from those conditions that can cause death, injury,
occupational illness, damage to or loss of equipment or property, or damage to
the environment. Safety is essential to NASA and is a material part of this
order. NASA’s safety priority is to protect (1) the public; (2) astronauts and

(OS]
W




